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FEXIR
[HSBC Life Insurance 2025 Financial Education Month]
Anti—fraud Guide for Foreigners in China: Identifying Common Scams, Safeguarding Your Property

As more and more foreigners come to China to work, live, and start business, fraud has become an unignorable
financial risk.

Due to language barriers, cultural differences, and unfamiliarity with the local environment, the foreign
community is more vulnerable to fraud than local citizens in China. Understanding common fraud methods
and mastering basic preventive measures are crucial for protecting personal safety.

I. Common Types of Fraud and Preventions

Impersonating Official Institutions Fraud

Fraudsters impersonate government departments such as public security and tax bureaus, notifying through
phone calls or text messages about “suspected crimes” or “tax arrears,” demanding payment of “fines”
or “bail.”

Prevention Guide:

No government agency will request money transfers to personal accounts

Always verify information authenticity through official public telephone numbers or websites.

Fraudulent Impersonation of Banks or Financial Institutions

Scammers pretend to be employees of banks or financial institutions and ask for bank card numbers,
passwords, or verification codes on the grounds of “account risks”

Prevention Guide:

Banks or financial institutions will not actively ask for account passwords or verification codes.
Enable two—factor authentication and directly contact the official customer service of the relevant
financial institution for confirmation.

Recruitment Fraud
False recruitment information requires payment in the name of “training fees”, “deposit”, or “equipment
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fees”.

Prevention Guide:

Verify the company’ s qualifications and office address, and be vigilant about prepaid fee requirements
Look for jobs through legitimate recruitment platforms.

Online Shopping Fraud

Scammers defraud money or personal information through fake e—commerce platforms or advertisements for
low — priced goods

Prevention Guide:

Choose legitimate platforms like Taobao and JD.com and check the seller’s reputation.

Be alert to goods with extremely low prices, especially high-value items.

Investment Fraud

Scammers promote investment scams with “high returns and low risks” via phone calls or social media.
Prevention Guide:

Do not believe unfamiliar investment recommendations, especially those promising high returns.
Consult professional institutions before making investment decisions

Close—relationship Fraud

Scammers impersonate relatives or friends, claiming there are emergencies and asking for money transfers.
Prevention Guide:

Verify the other party’ s identity through multiple channels such as video and phone calls

Stay calm and do not transfer money directly due to emergency or in urgent emotion.

II. Daily Prevention Tips to Financial Frauds:

* Be vigilant: Do not trust unfamiliar calls, text messages or links easily.

* Verify information: Confirm any requests for money or other requirements through official channels.
* Strengthen network security: Use complex passwords and enable two — factor authentication.

* Join expatriate communities: Exchange experiences and learn about common scams.

* Reject “free lunch”: Be wary of low — price temptations and high-return promises

* Maintain legal awareness: Know your consumer rights and report to the police in a timely manner if
you are cheated.

During your stay in China, stay alert, make rational judgments, and make good use of social resources

and support networks. This can effectively avoid the risk of fraud and safeguard your personal and property
safety.
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